Winchester

District
Memorial
Hospital
VACANCY POSTING October 11, 2018
DESCRIPTION OF VACANCY SENIOR NETWORK-SYSTEM ANALYST — FULL TIME
POSITION AVAILABLE INFORMATION, COMMUNICATION AND TECHNOLOGY DEPT.

Non Union Position

We are recruiting a full-time Network-Systems Analyst Position. The primary responsibility of this position is to provide
operations support for a mission critical data communications network, including network (both wired and wireless) and voice
systems; this encompasses support, ongoing maintenance, configuration, and security. The ideal candidate will handle ongoing
daily management and support of our Cisco VOIP environment as well as our wired/wireless network infrastructure. This
includes routers, switches, firewalls, VPN (client and L2L), intrusion detection, DNS, network usage and performance
monitoring and reporting. They will be expected to operate within set procedures and must show good judgment in handling
technical problems and be able to participate in a rotating 7x24 on call support with other members of the ICT team.
Advanced skill in Cisco technology is required to be considered for this opportunity.

Key Responsibilities

Managing security architecture (including firewall changes through a change control process)

Managing switching architecture (both core and closet Gigabit switching)

Installing products & resources to meet the needs of LAN/WAN network-based services

Managing Cisco VOIP architecture (including telephony, voicemail and presence)

Managing Cisco Wireless architecture (including WLANSs, security, guest access, and lightweight APs)

Maintaining a mission critical network within the Healthcare industry

Proactive monitoring of all components

Disaster recovery processes in place for all critical components

Competencies (Skill Set/Qualifications/ Experience)
Qualifications
e Auniversity degree in computer science or engineering or equivalent experience
e 5+ years’ experience in a complex networking environment
e (Cisco CCNA and CCSP (Cisco Cloud Security) certification are highly desirable
e Voice related certifications are highly desirable (i.e. CCVP)
Core Networking
e Switches (6509, 3750 series, Nexus 9100) hardware configuration and troubleshooting
Capable of creating and managing Zones in the Nexus 9100 fibber channel Cisco switches.
Cisco router and switch 10S, 802.1Q VLAN, HSRP, and support.
e Understanding network terminology and practices, such as QoS VPN
Security
Cisco ASA firewall implementation, configuration and support
Cisco FirePower and AMP for Endpoints is an asset.
e Advanced network security expertise and be very knowledgeable with TCP/IP protocols, DNS, Certificates, VPN IPSEC
encryption methodologies and pre-shared key management.
e Knowledge on the Barracuda Web Application Firewall or other reverse proxy solutions would be an asset.
VOIP - Telephony
e (Cisco Unified Call Manager, Cisco Unity Connection management and configuration
To pursue this opportunity, we invite qualified candidates to forward resumes by email only to the attention of the Human
Resource Manager, Winchester District Memorial Hospital, 566 Louise Street, Winchester, Ontario KOC 2KO at

kchambers@wdmh.on.ca

Winchester District Memorial Hospital welcomes and encourages applications from people with disabilities.
Accommodations are available on request for candidates taking part in all aspects of the selection process

We thank all applicants, however, only those selected for an interview will be contacted #18-140
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